Imprivata Confirm ID
The comprehensive identity and multifactor authentication platform
for the healthcare enterprise

Key benefits
• Centralize identity and
multifactor authentication
across all enterprise workflows,
including:
―― Remote access
―― Cloud applications
―― EPCS
―― Medical devices
―― Clinical workflows such as
medication ordering, witness
signing, and others
• Make security invisible to end
users by replacing passwords
with innovative, convenient,
and DEA-compliant
authentication methods,
including:
―― Hands Free Authentication
―― Push token notification
―― Fingerprint biometrics
• Improve security and
compliance by creating a
secure, auditable chain of trust
for all workflows

Imprivata Confirm ID™ is the comprehensive identity and multifactor
authentication platform for fast, secure authentication workflows across the
healthcare enterprise. Imprivata Confirm ID is a single, centralized solution
that enables remote and on-premise users to transact with patient health
information securely and conveniently.
The need for holistic, enterprise-wide multifactor authentication in healthcare
has never been greater, and Imprivata Confirm ID provides a secure, auditable
chain of trust wherever, whenever, and however users interact with patient
records and other sensitive data.
Imprivata Confirm ID combines security with convenience by offering a broad
range of innovative and convenient authentication methods – including
Hands Free Authentication, push token notification, and fingerprint biometrics.
This makes security invisible while giving users the flexibility to leverage the
authentication methods that best meet their workflow needs.

“A single, centralized
authentication
management platform
improves security and
compliance auditing
across the enterprise
by enabling better
control over how,
when, and where
users interact with
patient records and
other sensitive
information. At the
same time, giving
users fast, convenient
authentication options
ensures no disruption
to workflows and gives
providers more time to
focus on patient care.”
Aaron Miri, CIO,
Walnut Hill Medical Center

Imprivata Confirm ID delivers a single, robust solution for secure, multifactor
authentication across healthcare workflows, including:

Electronic prescribing of controlled substances (EPCS)

Imprivata Confirm ID for EPCS is the most comprehensive platform for
provider identity proofing, supervised enrollment of credentials, two-factor
authentication, and auditing and reporting to help healthcare organizations
meet the DEA requirements for EPCS. Imprivata Confirm ID for EPCS also
integrates with leading EHRs and e-prescribing applications, and supports the
most complete set of innovative, convenient, and DEA-compliant two-factor
authentication methods such as Hands Free Authentication, push token
notification, and fingerprint biometrics, to give providers a fast and efficient
EPCS workflow.

Remote access & cloud applications

Imprivata Confirm ID for Remote Access is the secure and convenient
two-factor authentication solution purpose-built to meet the critical security
and workflow challenges of today’s healthcare enterprise. The solution
improves security by enabling two-factor authentication for remote network
access, cloud applications, and other critical systems and workflows.
Imprivata Confirm ID for Remote Access offers the same convenient
authentication methods – including push token notification – that can be
leveraged across workflows, allowing organizations to add a layer of security
that is familiar, fast, and efficient for users.

Clinical workflows

Imprivata Confirm ID for Clinical Workflows improves security and regulatory
compliance by enabling fast, secure authentication for clinical workflows such
as computerized physician order entry (CPOE), medication ordering,
witnessing medication wasting, blood administration, and others. Imprivata
Confirm ID for Clinical Workflows transforms these workflows by replacing
passwords with fast, convenient authentication with the tap of a proximity
badge, swipe of a fingerprint, or Hands Free Authentication. Imprivata Confirm
ID for Clinical Workflows also integrates with leading EHRs to create a
seamless, in-process authentication experience for care providers while
creating a robust audit trail for all transactions with patient health information.

Medical devices

Imprivata Confirm ID for Medical Devices enables fast, secure authentication
to medical devices, such as those used to capture and facilitate the electronic
exchange of vital patient information to a patient’s medical record. For
medical devices already requiring user authentication, Imprivata Confirm ID
for Medical Devices improves efficiency by replacing the cumbersome manual
entry of usernames and passwords with fast, automated authentication
through the simple tap of a badge. And for organizations seeking to bolster
security and improve auditability by enforcing authentication for medical
device access, Imprivata Confirm ID for Medical Devices ensures minimal
disruption to patient care through fast, convenient authentication.

Fastest, most convenient multifactor authentication

Imprivata Confirm ID delivers sophisticated authentication from any device,
anywhere, and allows all enterprise users to enable holistic user
authentication inside and outside of the hospital. Imprivata Confirm ID offers a
broad range of convenient and innovative authentication options to best meet
various workflow requirements. Users are only prompted for the
authentication methods that are available and allowed, which streamlines
authentication and improves efficiency. Supported authentication methods
include:
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By giving organizations a single, robust platform for enterprise-wide identity
and authentication management, Imprivata Confirm ID eliminates the need for
multiple authentication solutions for various workflows. Imprivata Confirm ID
improves efficiency and satisfaction for users and streamlines authentication
management and security policy enforcement for IT.
For more information about Imprivata Confirm ID, visit
www.imprivata.com/imprivata-confirm-id.
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About Imprivata
Imprivata, the healthcare IT security
company, enables healthcare
securely by establishing trust
between people, technology, and
information to address critical
compliance and security challenges
while improving productivity and the
patient experience.
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